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Hepiinyn

H moapovoa ntuylokn epyacio £xel MG OVTIKEILEVO TNV OAGPAAELD TV OIKTO®V TOGO
EVoLPpLOTOV 000 Kol acvppatwv. Edwotepa, 0o acyoAndel pe v mapakorobonon
Kol LeAETN dtakivnong TakéTmv HEca o€ £vol dIKTLO MOTE Vo avaALOEl 1] GLUTEPLPOPA
TOV YPNOTOV péoa o avtd gite givon opain eite Oyl H moaparxorovdnon avtn eivon
EQPIKT HEo® O10pOpmV Aoylopuik®v mov ovopdlovtar Packet Analyzers, to omoia
dpovv aypormtilovtag To TakéTa Tov EEEPYOVTAL 1] EIGEPYOVTAL GTO SIKTVO.

EmnAéov, 6o avaivbel minbdpa evvoldv mov oyetiCovtol dupeco pe v ac@aieio
OIKTVOV OTwG gival ol Té60eptg Pacikég apyés AcPAAENG IKTV®V, dNAAOY eKelvn
™m¢ Eumotevtikomrag (Confidentiality), Idwwtikotntag (Privacy), Awabsoiudtrog
(Availability) kou Akeporodtnrag (Integrity). Axoua, Oa yivelt AOyog oyeTIkd pe To, £i6m
emBécemv Tov JadIKkTOOV OmMC gival ot embécelg apvnong vanpeoiog (Denial of
service), evd otn cvvéxelo Ho TOPOVCIUNGTOVV TEYVOAOYIEG AVTILETMOTIONG AVALOY®V
anelmv, Omwg Yoo mapadetypa eivar n Kpumtoypagio. TG0 GULUUETPIKOD OGO Kot
ACOUUETPOV- INUOGIOL KAEWWOD, Ta TElYN TPOCTACING EVPEMS O10OEOOUEVE MG
Firewalls koBd¢ ko n texvoroyia VPN (Virtual Private Network).

Eivar yvootd 6t ot ovyypovn emoyn, M texvoroyia eeloceTan e TOAD yopyolg
pLOLOLG pe 0TOYXO TN SLELKOALVON TOGO TOV AVOPOTOV OG UELOVOUEVOV LOVAO®V
0G0 Kol ®G HEA®V pog opdadag Ommg stvar €vag opyoviopdg 1 o emtyeipnon.
Avopepdpevol oty texvoroyia Ba ftav mapdrenyn av de ywvotav pveio ota dikToa.
Me tov opd diKTva GE E€VVOOLUE OLGLOGTIKA TNV EMKOVOVIOL TOV UEADV TOCO
ECMTEPIKA L€ TOVG GLVAOEAPOVG OGO Kol pe €EMTEPIKOVS CLVEPYATEG HECH
dwdwtvov. Eivar katavontd Aowmdv Ott n emowvovia kabopilet v opoin
Aertovpyio kKaBdG Kor TNV avdmTuén pog emtyeipnong-opyavicpov. Emopévmg, M
ACQPUAED. TNG EMKOWVOVIOG OVTNG, OVCGTNPE CUVLEAGUEVT HE TNV AGOAIAEWD TOL
OKTOOV, €lval OMOPOCICTIKNG ONUOGIOG OCTE Vo UNV eUTAOKOVV  £EMTEPIKOL
TAPAYOVTESG TTOL £XOVV GKOTO Vo PAAWYOLY TNV EMLYEPNON 1] OPYAVIGUO.

Téhog, M mapodoa mruylokny de Bo apkeotel amokAeloTikd o€ BepnTikd emimedo
KaBdc to KOpLo BEpa e To omoio Ba aoyoAnBel OTMC EmOONKE OVOTEP® OmOTEAEL TOL
packet analyzers, yvmotd kot g network analyzers, protocol analyzers, packet
sniffers 1 olumdg ota eAMANVIKG AOYIGUIKA GVAALONG TPOTOKOAM®MV  SIKTO®OV
vroAoylot®v. Exelva mapéyovv m duvatdtnto mopakoAovbnong tov TakETwv evOg
OIKTOOL Kot OTaV YivEL OVTIANTTTO KATOL0 TOKETO TO OTOI0 KAVOTOlEl CLYKEKPIUEVQL
Kputnpla, Katoypdeetonr o€ éva apyeio. Avapeca otn minddpo AOYICUIKOV, TO MO
EVPEMC O10OESOUEVO Kt YVoTO oumg givar to Wireshark to omoio emiong sivar kot
erevbepo. Xpnowomoiwwvvrag Aowdv to Wireshark 0o yiver mpoomdbein va
AVOADGOLUE TO TOKETO TOV oY UOAMTICEL TO GUYKEKPIUEVO AOYICUIKO, DGTE VO Yivel
KaTavonT 1 Kivnon mov vdpyel 6To dikTvo amd 1o KAbe xpNnoT.
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Abstract

The purpose of this thesis is to deal with security issues regarding wireless and wired
networks, more specifically it will deal with issues such as interception and log traffic
that passes over a digital network or part of a network, in order to analyze the
behavior of each user so as to check if it is normal or not. This can be achieved by
using some computer programs known as Packet Analyzers which function is carried
out by capturing the traffic and the packets that flow across the network.

Furthermore, several concepts that are directly related to network security, such as the
four basic principles of network security, which are the Confidentiality, Privacy,
Availability, and Integrity, will be analyzed. In addition, kinds of Internet attacks such
as Denial of Service and then some technologies to deal with such threats, like
cryptography of both symmetric and asymmetric-public keys, Firewalls, VPN (Virtual
Private Network), and more will be presented.

It is well known that nowadays technology is progressing rapidly so it can make our
lives better and easier. Networks are a big part of technology that is developing more
and more throughout the years and they are becoming a huge and important part for
both humans and companies or organizations. With the term of networks inside a
company, we actually mean the communication that occurs either inside the company
among the members of the company or outside of it, with some outside associates for
instance. It is clear to see that the communication serves to smooth operation and
development of the company. In order to achieve this purpose it is needed to have a
safe communication which is the same as a safe network, so that any action with bad
intentions is prevented.

Finally, the present diploma will not be exclusively restricted in theoretical issues , as
the main issue is to deal with the packet analyzers, also known as network analyzers,
protocol analyzers, packet sniffers.

They are capable of monitoring the packets of a network, and when a packet that
meets specific criteria is perceived, it is recorded in a file. Among different types of
software, the most widespread and well known is Wireshark which is also free.
Therefore, using Wireshark, there will be an effort to analyze the packages captured
by this particular software, which are of course encrypted, in order to understand the
behavior of each user.


https://en.wikipedia.org/wiki/Telecommunications_network

